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Correct personal data protection compliance in the context of IT 

services depends on the right qualification of all stakeholders :

• Full GDPR compliance by each of the stakeholderssingle controllers

• Full GDPR compliance by each but tasks can be distributed

• Joint controllership agreement

• Data subjects to be informed about the key elements and can exercise their 
rights against each of the joint controllers !

• Impact on DPAs which must identify all joint controllers

joint controllers

• Only compliance with specific provisions of the GDPR aimed at processors 
(security measures, DPO, processing record, etc.)

• Data processing agreement (standard clauses !, audit, subcontracting …)

• Assistance requirements (general compliance, data breach, data subjects 
access requests …)

data processor
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Joint 
controllers

• Determine jointly the purposes (why) and the means (how)

• EDPB : converging decisions = complementing decisions having a 
tangible impact on the determination of purposes and means of the 
processing ->  would the processing not be possible without both 
parties’ participation (processing by each party is inseparable, i.e. 
inextricably linked) ?

Single 
controllers

• Determines alone the purposes and 
the means (especially « essential » 
means, which data, which persons, …)

Data 
processor

• Acting on behalf and on 
exclusive instruction of 
controller 

• Decision on non-
essential means 
possible (which
software)

Qualification of stakeholders under the GDPR
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Qualification of stakeholders – EDPB example in an IT services 

context (1)

if the cloud service provider does not follow the instructions any more (unless 

required to do so by EU or EU Member State law ≠ US law), transmitting

information on the basis of a CLOUD Act request, it will become a data controller

itself
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Qualification of stakeholders – EDPB example in an IT services 

context (2)

some authorities used to consider that the service provider having no access to 

the data was data agnostic, did from its perspective not process data and was

thus not even a processor ≠ no valid argument any more but at which (IT) 

layer/level does the processing stop (white room rental in data center) ?
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Qualification of stakeholders – EDPB example in an IT services 

context (3)
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Qualification of stakeholders – EDPB example in an IT services 

context (4)

ePrivacy Directive = specific rules (e.g., cookies), amongst others for telecom

operators (data breaches etc.), taking precedence over the GDPR
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Qualification of stakeholders – EDPB example in an IT services 

context (5)

identity of all joint controllers must be reflected in the DPA



CJEU decision on the roles of a website operator and Facebook when embedding a 

Facebook “Like” social plugin:
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no access to data required to qualify as 

a data controller (cf. earlier case law)

but joint controllership only at 

the level of data collection and 

transmission

further processing under 

“single” controllership: idea 

of phased approach in data 

protection

joint controllership : mutual 

commercial benefit 

Take aways from the CJEU judgment in C-40/17 Fashion ID

each must ensure own 

compliance (information, 

consent (if required), …

also in case of “joint” 

controllers, each must have its 

own basis of lawful processing !

in case of joint 

controllership: consent (if 

required) and information 

obligations preferably to be 

performed at the time of  

first contact 

not all controllers must have 

the same level of implication
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Privacy notice

Consent

Contracts (DPA (new 

standard template 

available !), joint 

controllership…)BCRs (p.m.)

SCC 
4 modules ! : 

c-to-c

c-to-p (=DPA !)

p-to-p

p-to-c

Record DPIA

Correct reflection of roles in different data protection 

compliance deliverables

Controller 

(single or joint) ?

Processor ? 
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Smart questionnaires can help
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Interesting sources

• GDPR

• EDPB guidelines on the notions of « controller » and 

« processor »

• EU Standard contractual clauses for a data processing

agreement (< Art. 28 GDPR)

• EU standard contractual clauses in the context of 

international transfers

https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://edpb.europa.eu/system/files/2021-07/eppb_guidelines_202007_controllerprocessor_final_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32021D0915&locale-en
https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj?uri=CELEX%3A32021D0914&locale=en
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